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1 Introduction 

The PEPPOL Punch Out Login & Transmission Specification can by used to transfer message data between 
procurement/webshops/ERP systems in a synchronous way as an alternative to asynchronous message 
transfere via network such as the PEPPOL BusDox network. Message transport by use of this synchronous 
transfer specification may be relevant when retrieving data directly from a web site during business processes 
such as a punch out process.  This synchronous transfer specification is based on the transfer mechanisms of 
HTTP. 

1.1 OpenPeppol 

This specification is a result of work within openPEPPOL and is published as part of the PEPPOL specifications. 
 
The audience for this document is organizations wishing to be PEPPOL enabled for exchanging electronic 
messages, and/or their ICT-suppliers. These organizations may be: 
 
     Service providers 
     Contracting Authorities 
     Economic Operators 
     Software Developers 

 
More specifically it is addressed towards the following roles: 
    ICT Architects 
    ICT Developers 
    Business Experts 

 
 
For further information on PEPPOL/OpenPEPPOL please see [PEPPOL]. 
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4 Prerequisits and scope  

4.1 Prerequisits 

Reading this document requires general knowledge about the way http data transfer works. 
 
The Supplier operates a Webshop that allows registered customers to login, select items and to retrieve the 
information about those items in an XML structured format.  

4.2 Scope 

Login transaction and retrival of business documents  from a business partner’s website. 

5 Process 

5.1 Goals and Objectives 

The main business benefits to be gained by implementing this specification are: 
ID Description 
G-001 Enable transfer of XML messages based on Peppol BIS specification in a 

synchronous manner from websites. 
G-002 Enable the website to identify the user to provide user specific information. 
G-003 Support single sign-on for login to simplify users connections from within his own 

systems. 
G-004 Provde a common established approach for login-transaction and transmission of 

message 
G-005 Enable the user to maintain connection between work sessions on websites and 

in own systems. 
 

5.2 Parties and roles 

The table below gives the definitions of the parties and roles of the message transfer process.   
 

Business partners Description 

Customer The customer is the legal person or organization who is in demand of a 
product or service. 
 
Examples of customer roles: buyer, consignee/delivery part, debtor, 
contracting body. 

Supplier The supplier is the legal person or organization who provides a product or 
service.  
 
Examples of supplier roles: seller, consignor, creditor, economic operator. 

Role/actor Description 

Buyer 
(Webshop user - User) 

The buyer is the legal person or organization acting on behalf of the 
customer and who buys or purchases the goods or services. 
 
As a webshop user the buyer accesses the Webshop, selects the items and 
quantities he wants and completes the action by punching-out. 

Seller The seller is the legal person or organization acting on behalf of the 



PEPPOL Business Interoperability Specifications 
Synchronous Login & Transmission Specification 
 

 
 

  8 

(Webshop operator) supplier and who sells goods or services to the customer.  
 
As a Webshop operator seller provides the Webshop into which the buyer 
logs on. The seller is responsible for providing up-to-date information on 
items and other relevant information in Webstore. 

 
The following diagram links the business processes to the roles performed by the Business Partners. 

 

5.3 Process description 

The above disgram demonstrates the following process. 
 

1. The user automatically logs into the suppliers webstore directly from his procurement systems by using 
the relevant login credentials. The login credentials are transmitted to the sellers webshop in the form 
of of an outbound request as defined in following chapter.  

 
2. In the webstore the user selects the items he is interested in by placing them in his shopping cart. When 

he has finised his selection he selects to check out.  This initiates an action in the sellers webshop where 
the item information is compiled into a structured XML format conformant to the PEPPOL BIS18 [BIS18]. 

 
3. The structured XML information is encoded as an base 64 object and pushed to the user through a post 

action. 
 

4. In the users procurement system the transferred object is decoded into an XML document and 
processed automatically into the procurement system as defined in PEPPOL BIS18 [BIS18]. 

  

sd Domain Model

User - Web Browser WebshopProcurement
system

The procurement system 
stores 
* login credentials, 
* entry-HTTP URL for the 
webshop
* return-HTTP URL for where 
to send the business 
document (such as shopping 
cart)

These values are provided 
back to the browser in a 
hidden HTML form, with a 
POST-action to the webshop's 
entry HTTP URL

The entry URL receives 
the posted parameters 
and the user is let in (if 
credentials are ok)

The user creates a 
shopping cart and asks to 
check-out from the 
webshop.

The webshop provides a 
return HTML form with a 
POST-action to the 
procurement system (The 
"return HTTP URL").
The business documentis 
stored as BASE64 
encoded XML in a form 
element

The procurement system 
receives the POST data 
and stores the business 
document.

Defined in this 
specification

Defined in this 
specification

HTTP POST XML Document()

Provide return form()

Browse & Create Shopping Cart()

Provide hidden Login form()

Prepare check-out()

HTTP GET Login parameters()

HTTP POST Login()



PEPPOL Business Interoperability Specifications 
Synchronous Login & Transmission Specification 
 

 
 

  9 

6 Login transaction 

The synchronous transfer is based on a login transaction that automatically logs the user into the business 
partner’s website. The business document is later transmitted back using the return address (post_url) provided 
in the login transaction. 

6.1 Minimum Requirements 

The login transaction must contain the following elements: 
_ 
Element Description Notes 
<form … action="url") The url for the login at the providers web site. The value of the action in the 

form post. 
username An identifier for the user account on the 

website. 
issued by the website 

password A password matching the username that 
validates the user. 

issued by Webshop operator 
according to his password 
policies. 

buyer_id The id of the user in his role as a buyer.  Used for customized user 
experience. Such as his delivery 
addresses, delivery times , prices 
and terms. Provide if different 
from user name. 

return_object_spec_id An identifier of the document type and 
version expected to be returned (such as a 
shopping cart XML-format). 

Identifies the specification that 
the returned object shall be 
compliant to. 

post_url The url to where the Webshop will post the 
inbound message on the users site. 
SessionID/TicketID can be part of the post_url 
so that received document can be connected 
to the user session. 

The user may create an 
SessionID/TicketID and insert it 
into the post_url. The Webshop 
does not need to process the id 
but when it posts the document 
the user can parse the url and 
extract the id for matching. 

 
Exmple 
 
<form method="post" enctype="application/x-www-form-urlencoded; charset=UTF-8" 
action="https://punchout.peppol.eu/request/callservice.jsp"> 
    <input type="hidden" name="username" value="samplebuyer"/> 
    <input type="hidden" name="password" value="strongpass"/> 
    <input type="hidden" name="buyer_id" value="jd123"/> 
    <input type="hidden" name="return_object_spec_id" value=" 
urn:www.cenbii.eu:transaction:biitrns077:ver2.0:extended:www.peppol.eu:bis:peppol18a:ver1.0"/> 
    <input type="hidden" name="post_url" value="https://purchase.johndoe.com/receive/receiveservice.jsp?ticketid=XYZjd123"/> 
    <input type="submit" value="Login"/> 
</form> 
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7 Return message transaction 

The business document is transmitted back to the users service on the address (post_url) provided in the login 
transaction. 

7.1 Minimum Requirements 

The return message transaction must contain the following elements: 
 
Element Description Notes 
<form … action="url") The url to where the website will post 

the business document on the receivers 
site. This url is provided in the login 
transaction in the parameter named 
post_url. 

The post url may contain the users 
Session or Ticket ID. 

return_object_spec_id The specification that governs the 
returned object and may be used to 
validate its content. 

The relevant BIS customization 
identifier. Shall be the same as 
what was in the login transaction. 

return_object_mime The mime code of the encoded object. Such as application/xml 
return_object_encoding The character encoding used in the 

returned object, i.e. the business 
document. 

Such as UTF-8 

return_object_base64 The returned object encoded as base 64  
 
 
Following example is for a returned object that is a base 64 encoded XML message which follows the 
specification of a PEPPOL BIS for Punch Out. 
 
<form method="post" action="https//purchase.johndoe.com/receive/receiveservice.jsp?ticketid= XYZjd123" > 
    <input type="hidden" name="return_object_spec_id" value=" 
urn:www.cenbii.eu:transaction:biitrns077:ver2.0:extended:www.peppol.eu:bis:peppol18a:ver1.0"/> 
    <input type="hidden" name="return_object_mime" value="application/xml"/> 
    <input type="hidden" name="return_object_encoding" value="UTF-8"/> 
    <input type="hidden" name="return_object_base64" value="PD94bWwgdmVyc2lvbj0iM…"/> 
    <input type="submit" value="Return"/> 
</form> 

8 Session handling 

Since the user is leaving its service to work in the business partners website (potentially for a rather long while), 
the original webserver session may time out. This means that there is no guarantee that one can rely on that 
the same session, which the users used when jumping out for log in to the business partners website, is still 
alive when the user returns back. A method for overcoming this issue is to provide a ticket-id/session-id in a 
query string in the post_url. This provides the user’s service to re-connect the incoming message with the user.  
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9 Appendicies 

9.1 Example a complete return message transaction 

The following example returns the full example of the shopping cart message, transaction 77, from PEPPOL BIS 
18.  
 
<form method="post" action="https//purchase.johndoe.com/receive/receiveservice.jsp?ticketid= XYZjd123"> 
    <input type="hidden" name="return_object_spec_id" value=" 
urn:www.cenbii.eu:transaction:biitrns077:ver2.0:extended:www.peppol.eu:bis:peppol18a:ver1.0"/> 
    <input type="hidden" name="return_object_mime" value="application/xml"/> 
    <input type="hidden" name="return_object_encoding" value="UTF-8"/> 
    <input type="hidden" name="return_object_base64" 
value="PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0iSVNPLTg4NTktMSI/Pg0KPENhdGFsb2d1ZSB4bWxuczpjYWM9InV
ybjpvYXNpczpuYW1lczpzcGVjaWZpY2F0aW9uOnVibDpzY2hlbWE6eHNkOkNvbW1vbkFnZ3JlZ2F0ZUNvbXBvbmVudHMtMi
IgeG1sbnM6eHNpPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYS1pbnN0YW5jZSIgeG1sbnM6Y2JjPSJ1cm46b
2FzaXM6bmFtZXM6c3BlY2lmaWNhdGlvbjp1Ymw6c2NoZW1hOnhzZDpDb21tb25CYXNpY0NvbXBvbmVudHMtMiIgeG1sbn
M9InVybjpvYXNpczpuYW1lczpzcGVjaWZpY2F0aW9uOnVibDpzY2hlbWE6eHNkOkNhdGFsb2d1ZS0yIiB4c2k6c2NoZW1hT
G9jYXRpb249InVybjpvYXNpczpuYW1lczpzcGVjaWZpY2F0aW9uOnVibDpzY2hlbWE6eHNkOkNhdGFsb2d1ZS0yIEM6XFVz
ZXJzXE5vdGFuZGlcRG9jdW1lbnRzXFVwcGz9c2luZ2FyXFN0YW5kYXJkc1xVQkxcVUJMLTIuMVx4c2RcbWFpbmRvY1xVQ
kwtQ2F0YWxvZ3VlLTIuMS54c2QiPg0KCTxjYmM6VUJMVmVyc2lvbklEPjIuMTwvY2JjOlVCTFZlcnNpb25JRD4NCgk8Y2JjOk
N1c3RvbWl6YXRpb25JRD51cm46d3d3LmNlbmJpaS5ldTp0cmFuc2FjdGlvbjpiaWl0cm5zMDc3OnZlcjIuMDpleHRlbmRlZDp3
d3cucGVwcG9sLmV1OmJpczpwZXBwb2wxOGE6dmVyMS4wPC9jYmM6Q3VzdG9taXphdGlvbklEPg0KCTxjYmM6UHJvZml
sZUlEPnVybjp3d3cuY2VuYmlpLmV1OnByb2ZpbGU6YmlpMTg6dmVyMS4wPC9jYmM6UHJvZmlsZUlEPg0KCTxjYmM6SUQ
+MTM4NzwvY2JjOklEPg0KCTxjYmM6QWN0aW9uQ29kZT5mYWxzZTwvY2JjOkFjdGlvbkNvZGU+DQoJPGNiYzpJc3N1ZUR
hdGU+MjAxNi0wOC0wMTwvY2JjOklzc3VlRGF0ZT4NCgk8Y2JjOklzc3VlVGltZT4wOTowMDowMDwvY2JjOklzc3VlVGltZT4N
Cgk8Y2FjOlZhbGlkaXR5UGVyaW9kPg0KCQk8Y2JjOkVuZERhdGU+MjAxNi0wOC0zMTwvY2JjOkVuZERhdGU+DQoJCTxjY
mM6RW5kVGltZT4xODowMDowMDwvY2JjOkVuZFRpbWU+DQoJPC9jYWM6VmFsaWRpdHlQZXJpb2Q+DQoJPGNhYzpS
ZWZlcmVuY2VkQ29udHJhY3Q+DQoJCTxjYmM6SUQ+Q1JUMTM4NzwvY2JjOklEPg0KCTwvY2FjOlJlZmVyZW5jZWRDb25
0cmFjdD4NCgk8Y2FjOlByb3ZpZGVyUGFydHk+DQoJCTxjYmM6RW5kcG9pbnRJRCBzY2hlbWVJRD0iTk86T1JHTlIiPjk2NT
Y3ODk5NjwvY2JjOkVuZHBvaW50SUQ+DQoJCTxjYWM6UGFydHlJZGVudGlmaWNhdGlvbj4NCgkJCTxjYmM6SUQgc2NoZ
W1lSUQ9IkdMTiI+NTc5MDAwMDQzNTk1MTwvY2JjOklEPg0KCQk8L2NhYzpQYXJ0eUlkZW50aWZpY2F0aW9uPg0KCQk8
Y2FjOlBhcnR5TmFtZT4NCgkJCTxjYmM6TmFtZT5BQkMgU3VwcGxpZXIgTHRkLjwvY2JjOk5hbWU+DQoJCTwvY2FjOlBhcn
R5TmFtZT4NCgk8L2NhYzpQcm92aWRlclBhcnR5Pg0KCTxjYWM6UmVjZWl2ZXJQYXJ0eT4NCgkJPGNiYzpFbmRwb2ludEl
EIHNjaGVtZUlEPSJOTzpPUkdOUiI+OTg0NjYxMTg1PC9jYmM6RW5kcG9pbnRJRD4NCgkJPGNhYzpQYXJ0eUlkZW50aWZ
pY2F0aW9uPg0KCQkJPGNiYzpJRCBzY2hlbWVJRD0iR0xOIj41NzkwMDAwNDM1OTQ0PC9jYmM6SUQ+DQoJCTwvY2FjOl
BhcnR5SWRlbnRpZmljYXRpb24+DQoJCTxjYWM6UGFydHlJZGVudGlmaWNhdGlvbj4NCgkJCTxjYmM6SUQgc2NoZW1lSU
Q9IlNlbGxlckFzc2lnbmVkIj5TRUxMRVJBU1NJR05FRElEPC9jYmM6SUQ+DQoJCTwvY2FjOlBhcnR5SWRlbnRpZmljYXRpb2
4+DQoJCTxjYWM6UGFydHlOYW1lPg0KCQkJPGNiYzpOYW1lPkRFRiBDdXN0b21lciBMdGQuPC9jYmM6TmFtZT4NCgkJP
C9jYWM6UGFydHlOYW1lPg0KCQk8Y2FjOkNvbnRhY3Q+DQoJCQk8Y2JjOklEPmJ1eWVycyByZWYgbm88L2NiYzpJRD4N
CgkJPC9jYWM6Q29udGFjdD4NCgk8L2NhYzpSZWNlaXZlclBhcnR5Pg0KCTxjYWM6Q2F0YWxvZ3VlTGluZT4NCgkJPGNiYz
pJRD4xPC9jYmM6SUQ+DQoJCTxjYmM6Q29udHJhY3RTdWJkaXZpc2lvbj5DUlQxMzg3PC9jYmM6Q29udHJhY3RTdWJkaX
Zpc2lvbj4NCgkJPGNhYzpMaW5lVmFsaWRpdHlQZXJpb2Q+DQoJCQk8Y2JjOlN0YXJ0RGF0ZT4yMDE0LTEyLTMxPC9jYm
M6U3RhcnREYXRlPg0KCQk8L2NhYzpMaW5lVmFsaWRpdHlQZXJpb2Q+DQoJCTxjYWM6UmVxdWlyZWRJdGVtTG9jYXR
pb25RdWFudGl0eT4NCgkJCTxjYmM6TGVhZFRpbWVNZWFzdXJlIHVuaXRDb2RlPSJEQVkiPjEwPC9jYmM6TGVhZFRpbW
VNZWFzdXJlPg0KCQkJPGNhYzpQcmljZT4NCgkJCQk8Y2JjOlByaWNlQW1vdW50IGN1cnJlbmN5SUQ9IkVVUiI+MTAwMC4
wMDwvY2JjOlByaWNlQW1vdW50Pg0KCQkJCTxjYmM6QmFzZVF1YW50aXR5IHVuaXRDb2RlPSJDNjIiIHVuaXRDb2RlTGlz
dElEPSJVTkVDRVJlYzIwIj4xPC9jYmM6QmFzZVF1YW50aXR5Pg0KCQkJPC9jYWM6UHJpY2U+DQoJCQk8Y2FjOkRlbGl2Z
XJ5VW5pdD4NCgkJCQk8Y2JjOkJhdGNoUXVhbnRpdHkgdW5pdENvZGU9IkM2MiIgdW5pdENvZGVMaXN0SUQ9IlVORUNF
UmVjMjAiPjE8L2NiYzpCYXRjaFF1YW50aXR5Pg0KCQkJPC9jYWM6RGVsaXZlcnlVbml0Pg0KCQk8L2NhYzpSZXF1aXJlZEl
0ZW1Mb2NhdGlvblF1YW50aXR5Pg0KCQk8Y2FjOkl0ZW0+DQoJCQk8Y2JjOkRlc2NyaXB0aW9uPk9uZSBQZXJzb25hbCBD
b21wdXRlciBwYWNrYWdlIHdpdGggYSBtb25pdG9yIGFuZCBzZXR1cCBzZXJ2aWNlPC9jYmM6RGVzY3JpcHRpb24+DQoJC
Qk8Y2JjOk5hbWU+UEMgY29tcHV0ZXIgcGFja2FnZTwvY2JjOk5hbWU+DQoJCQk8Y2FjOlNlbGxlcnNJdGVtSWRlbnRpZmljY
XRpb24+DQoJCQkJPGNiYzpJRD5QQzAxPC9jYmM6SUQ+DQoJCQk8L2NhYzpTZWxsZXJzSXRlbUlkZW50aWZpY2F0aW9
uPg0KCQkJPGNhYzpNYW51ZmFjdHVyZXJzSXRlbUlkZW50aWZpY2F0aW9uPg0KCQkJCTxjYmM6SUQ+UEMwMTM0OTA
4Nzk5MzwvY2JjOklEPg0KCQkJPC9jYWM6TWFudWZhY3R1cmVyc0l0ZW1JZGVudGlmaWNhdGlvbj4NCgkJCTxjYWM6U3R
hbmRhcmRJdGVtSWRlbnRpZmljYXRpb24+DQoJCQkJPGNiYzpJRCBzY2hlbWVJRD0iR1RJTiI+MTIzNDU2Nzg5MDEyMzwv
Y2JjOklEPg0KCQkJPC9jYWM6U3RhbmRhcmRJdGVtSWRlbnRpZmljYXRpb24+DQoJCQk8Y2FjOkl0ZW1TcGVjaWZpY2F0a
W9uRG9jdW1lbnRSZWZlcmVuY2U+DQoJCQkJPGNiYzpJRD5QQzAxaW1hZ2UuanBnPC9jYmM6SUQ+DQoJCQkJPGNiYz
pEb2N1bWVudFR5cGVDb2RlPm1haW5faW1hZ2U8L2NiYzpEb2N1bWVudFR5cGVDb2RlPg0KCQkJCTxjYmM6RG9jdW1lb
nRUeXBlPlBpY3R1cmUgb2YgdGhlIGNvbXB1dGVyPC9jYmM6RG9jdW1lbnRUeXBlPg0KCQkJCTxjYWM6QXR0YWNobWVu
dD4NCgkJCQkJPGNiYzpFbWJlZGRlZERvY3VtZW50QmluYXJ5T2JqZWN0IG1pbWVDb2RlPSJpbWFnZS9qcGciPlVqQnNS
MDlFYkdoalowZFRRVXhOUVVGQlVVTkJSVTF0UTFwMGRVMUdVWGhFVXpoaTwvY2JjOkVtYmVkZGVkRG9jdW1lbnRCa
W5hcnlPYmplY3Q+DQoJCQkJPC9jYWM6QXR0YWNobWVudD4NCgkJCTwvY2FjOkl0ZW1TcGVjaWZpY2F0aW9uRG9jdW
1lbnRSZWZlcmVuY2U+DQoJCQk8Y2FjOkl0ZW1TcGVjaWZpY2F0aW9uRG9jdW1lbnRSZWZlcmVuY2U+DQoJCQkJPGNiYz
pJRD5QQzAxc3BlY3MucGRmPC9jYmM6SUQ+DQoJCQkJPGNiYzpEb2N1bWVudFR5cGU+UEMgZGV0YWlsZWQgc3BlY2l
maWNhdGlvbjwvY2JjOkRvY3VtZW50VHlwZT4NCgkJCQk8Y2FjOkF0dGFjaG1lbnQ+DQoJCQkJCTxjYmM6RW1iZWRkZWR
Eb2N1bWVudEJpbmFyeU9iamVjdCBtaW1lQ29kZT0iYXBwbGljYXRpb24vcGRmIj5VakJzUjA5RWJHaGpaMGRUUVV4TlFVR
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kJVVU5CUlUxdFExcDBkVTFHVVhoRVV6aGk8L2NiYzpFbWJlZGRlZERvY3VtZW50QmluYXJ5T2JqZWN0Pg0KCQkJCTwvY
2FjOkF0dGFjaG1lbnQ+DQoJCQk8L2NhYzpJdGVtU3BlY2lmaWNhdGlvbkRvY3VtZW50UmVmZXJlbmNlPg0KCQkJPGNhYz
pPcmlnaW5Db3VudHJ5Pg0KCQkJCTxjYmM6SWRlbnRpZmljYXRpb25Db2RlIGxpc3RJRD0iSVNPMzE2Ni0xOkFscGhhMiI+
Q0g8L2NiYzpJZGVudGlmaWNhdGlvbkNvZGU+DQoJCQk8L2NhYzpPcmlnaW5Db3VudHJ5Pg0KCQkJPGNhYzpDb21tb2Rp
dHlDbGFzc2lmaWNhdGlvbj4NCgkJCQk8Y2JjOkl0ZW1DbGFzc2lmaWNhdGlvbkNvZGUgbGlzdElEPSJVTlNQU0MiPjQzMjEx
NTA4PC9jYmM6SXRlbUNsYXNzaWZpY2F0aW9uQ29kZT4NCgkJCTwvY2FjOkNvbW1vZGl0eUNsYXNzaWZpY2F0aW9uPg
0KCQkJPGNhYzpDbGFzc2lmaWVkVGF4Q2F0ZWdvcnk+DQoJCQkJPGNiYzpJRCBzY2hlbWVJRD0iVU5DTDUzMDUgU1V
CU0VUIj5TPC9jYmM6SUQ+DQoJCQkJPGNiYzpQZXJjZW50PjE4PC9jYmM6UGVyY2VudD4NCgkJCQk8Y2FjOlRheFNjaGV
tZT4NCgkJCQkJPGNiYzpJRCBzY2hlbWVJRD0iVU5DTDUxMDMiPlZBVDwvY2JjOklEPg0KCQkJCTwvY2FjOlRheFNjaGVtZ
T4NCgkJCTwvY2FjOkNsYXNzaWZpZWRUYXhDYXRlZ29yeT4NCgkJCTxjYWM6QWRkaXRpb25hbEl0ZW1Qcm9wZXJ0eT4
NCgkJCQk8Y2JjOk5hbWU+U2VydmljZUluZGljYXRvcjwvY2JjOk5hbWU+DQoJCQkJPGNiYzpWYWx1ZT5mYWxzZTwvY2JjO
lZhbHVlPg0KCQkJPC9jYWM6QWRkaXRpb25hbEl0ZW1Qcm9wZXJ0eT4NCgkJCTxjYWM6QWRkaXRpb25hbEl0ZW1Qcm9
wZXJ0eT4NCgkJCQk8Y2JjOk5hbWU+UkFNIG1lbW9yeTwvY2JjOk5hbWU+DQoJCQkJPGNiYzpOYW1lQ29kZT5JdGVtIHBy
b3BlcnR5IGNsYXNzaWZpY2F0aW9uIGNvZGU8L2NiYzpOYW1lQ29kZT4NCgkJCQk8Y2JjOlZhbHVlPjE2IEdCPC9jYmM6Vm
FsdWU+DQoJCQkJPGNiYzpWYWx1ZVF1YW50aXR5IHVuaXRDb2RlPSJBRCIgdW5pdENvZGVMaXN0SUQ9IlVORUNFUm
VjMjAiPjE2MDAwMDAwPC9jYmM6VmFsdWVRdWFudGl0eT4NCgkJCTwvY2FjOkFkZGl0aW9uYWxJdGVtUHJvcGVydHk+D
QoJCQk8Y2FjOkNlcnRpZmljYXRlPg0KCQkJCTxjYmM6SUQ+RVUgRWNvbGFiZWw8L2NiYzpJRD4NCgkJCQk8Y2JjOkNlcn
RpZmljYXRlVHlwZUNvZGU+YmxhbmM8L2NiYzpDZXJ0aWZpY2F0ZVR5cGVDb2RlPg0KCQkJCTxjYmM6Q2VydGlmaWNhd
GVUeXBlPmFjdGl2ZTwvY2JjOkNlcnRpZmljYXRlVHlwZT4NCgkJCQk8Y2FjOklzc3VlclBhcnR5Pg0KCQkJCQk8Y2FjOlBhcnR
5TmFtZT4NCgkJCQkJCTxjYmM6TmFtZT5ibGFuYzwvY2JjOk5hbWU+DQoJCQkJCTwvY2FjOlBhcnR5TmFtZT4NCgkJCQk8
L2NhYzpJc3N1ZXJQYXJ0eT4NCgkJCTwvY2FjOkNlcnRpZmljYXRlPg0KCQk8L2NhYzpJdGVtPg0KCTwvY2FjOkNhdGFsb2d
1ZUxpbmU+DQoJPGNhYzpDYXRhbG9ndWVMaW5lPg0KCQk8Y2JjOklEPjI8L2NiYzpJRD4NCgkJPGNhYzpSZXF1aXJlZEl0
ZW1Mb2NhdGlvblF1YW50aXR5Pg0KCQkJPGNhYzpQcmljZT4NCgkJCQk8Y2JjOlByaWNlQW1vdW50IGN1cnJlbmN5SUQ9I
kVVUiI+MTEwMC4wMDwvY2JjOlByaWNlQW1vdW50Pg0KCQkJCTxjYmM6QmFzZVF1YW50aXR5IHVuaXRDb2RlPSJDNjIiI
HVuaXRDb2RlTGlzdElEPSJVTkVDRVJlYzIwIj4xPC9jYmM6QmFzZVF1YW50aXR5Pg0KCQkJPC9jYWM6UHJpY2U+DQoJC
Qk8Y2FjOkRlbGl2ZXJ5VW5pdD4NCgkJCQk8Y2JjOkJhdGNoUXVhbnRpdHkgdW5pdENvZGU9IkM2MiIgdW5pdENvZGVMa
XN0SUQ9IlVORUNFUmVjMjAiPjE8L2NiYzpCYXRjaFF1YW50aXR5Pg0KCQkJPC9jYWM6RGVsaXZlcnlVbml0Pg0KCQk8L2
NhYzpSZXF1aXJlZEl0ZW1Mb2NhdGlvblF1YW50aXR5Pg0KCQk8Y2FjOkl0ZW0+DQoJCQk8Y2JjOkRlc2NyaXB0aW9uPjIxI
GluY2ggbW9uaXRvci48L2NiYzpEZXNjcmlwdGlvbj4NCgkJCTxjYmM6TmFtZT5Nb25pdG9yPC9jYmM6TmFtZT4NCgkJCTxjY
WM6U2VsbGVyc0l0ZW1JZGVudGlmaWNhdGlvbj4NCgkJCQk8Y2JjOklEPk1OVFIwMTwvY2JjOklEPg0KCQkJPC9jYWM6U2
VsbGVyc0l0ZW1JZGVudGlmaWNhdGlvbj4NCgkJCTxjYWM6TWFudWZhY3R1cmVyc0l0ZW1JZGVudGlmaWNhdGlvbj4NCg
kJCQk8Y2JjOklEPk1OVFIwMTM0OTA4Nzk5MzwvY2JjOklEPg0KCQkJPC9jYWM6TWFudWZhY3R1cmVyc0l0ZW1JZGVudG
lmaWNhdGlvbj4NCgkJCTxjYWM6U3RhbmRhcmRJdGVtSWRlbnRpZmljYXRpb24+DQoJCQkJPGNiYzpJRCBzY2hlbWVJRD
0iR1RJTiI+MTIzNDU2Nzg5MDEyNDwvY2JjOklEPg0KCQkJPC9jYWM6U3RhbmRhcmRJdGVtSWRlbnRpZmljYXRpb24+DQo
JCQk8Y2FjOkNvbW1vZGl0eUNsYXNzaWZpY2F0aW9uPg0KCQkJCTxjYmM6SXRlbUNsYXNzaWZpY2F0aW9uQ29kZSBsa
XN0SUQ9IlVOU1BTQyI+MjAxMDE2MDE8L2NiYzpJdGVtQ2xhc3NpZmljYXRpb25Db2RlPg0KCQkJPC9jYWM6Q29tbW9kaX
R5Q2xhc3NpZmljYXRpb24+DQoJCQk8Y2FjOkNsYXNzaWZpZWRUYXhDYXRlZ29yeT4NCgkJCQk8Y2JjOklEIHNjaGVtZUlE
PSJVTkNMNTMwNSBTVUJTRVQiPlM8L2NiYzpJRD4NCgkJCQk8Y2JjOlBlcmNlbnQ+MTg8L2NiYzpQZXJjZW50Pg0KCQkJ
CTxjYWM6VGF4U2NoZW1lPg0KCQkJCQk8Y2JjOklEIHNjaGVtZUlEPSJVTkNMNTEwMyI+VkFUPC9jYmM6SUQ+DQoJCQk
JPC9jYWM6VGF4U2NoZW1lPg0KCQkJPC9jYWM6Q2xhc3NpZmllZFRheENhdGVnb3J5Pg0KCQkJPGNhYzpBZGRpdGlvb
mFsSXRlbVByb3BlcnR5Pg0KCQkJCTxjYmM6TmFtZT5QYXJ0T2Y8L2NiYzpOYW1lPg0KCQkJCTxjYmM6VmFsdWU+UEMw
MTwvY2JjOlZhbHVlPg0KCQkJPC9jYWM6QWRkaXRpb25hbEl0ZW1Qcm9wZXJ0eT4NCgkJPC9jYWM6SXRlbT4NCgk8L2N
hYzpDYXRhbG9ndWVMaW5lPg0KCTxjYWM6Q2F0YWxvZ3VlTGluZT4NCgkJPGNiYzpJRD4zPC9jYmM6SUQ+DQoJCTxjY
mM6Q29udHJhY3RTdWJkaXZpc2lvbj5DUlQxMzg3PC9jYmM6Q29udHJhY3RTdWJkaXZpc2lvbj4NCgkJPGNhYzpSZXF1aXJ
lZEl0ZW1Mb2NhdGlvblF1YW50aXR5Pg0KCQkJPGNhYzpQcmljZT4NCgkJCQk8Y2JjOlByaWNlQW1vdW50IGN1cnJlbmN5S
UQ9IkVVUiI+MjAuMDA8L2NiYzpQcmljZUFtb3VudD4NCgkJCTwvY2FjOlByaWNlPg0KCQkJPGNhYzpEZWxpdmVyeVVuaXQ
+DQoJCQkJPGNiYzpCYXRjaFF1YW50aXR5IHVuaXRDb2RlPSJIVVIiIHVuaXRDb2RlTGlzdElEPSJVTkVDRVJlYzIwIj4yPC9j
YmM6QmF0Y2hRdWFudGl0eT4NCgkJCTwvY2FjOkRlbGl2ZXJ5VW5pdD4NCgkJPC9jYWM6UmVxdWlyZWRJdGVtTG9jYX
Rpb25RdWFudGl0eT4NCgkJPGNhYzpJdGVtPg0KCQkJPGNiYzpEZXNjcmlwdGlvbj5MaW51eCBpbnN0YWxsYXRpb24gc2V
ydmljZS48L2NiYzpEZXNjcmlwdGlvbj4NCgkJCTxjYmM6TmFtZT5JbnN0YWxsYXRpb24gc2VydmljZTwvY2JjOk5hbWU+DQoJ
CQk8Y2FjOlNlbGxlcnNJdGVtSWRlbnRpZmljYXRpb24+DQoJCQkJPGNiYzpJRD5JTlNUMDE8L2NiYzpJRD4NCgkJCTwvY2
FjOlNlbGxlcnNJdGVtSWRlbnRpZmljYXRpb24+DQoJCQk8Y2FjOkNsYXNzaWZpZWRUYXhDYXRlZ29yeT4NCgkJCQk8Y2Jj
OklEIHNjaGVtZUlEPSJVTkNMNTMwNSBTVUJTRVQiPkFBPC9jYmM6SUQ+DQoJCQkJPGNiYzpQZXJjZW50Pjg8L2NiYzpQ
ZXJjZW50Pg0KCQkJCTxjYWM6VGF4U2NoZW1lPg0KCQkJCQk8Y2JjOklEIHNjaGVtZUlEPSJVTkNMNTEwMyI+VkFUPC9jY
mM6SUQ+DQoJCQkJPC9jYWM6VGF4U2NoZW1lPg0KCQkJPC9jYWM6Q2xhc3NpZmllZFRheENhdGVnb3J5Pg0KCQkJPG
NhYzpBZGRpdGlvbmFsSXRlbVByb3BlcnR5Pg0KCQkJCTxjYmM6TmFtZT5QYXJ0T2Y8L2NiYzpOYW1lPg0KCQkJCTxjYmM
6VmFsdWU+UEMwMTwvY2JjOlZhbHVlPg0KCQkJPC9jYWM6QWRkaXRpb25hbEl0ZW1Qcm9wZXJ0eT4NCgkJCTxjYWM6
QWRkaXRpb25hbEl0ZW1Qcm9wZXJ0eT4NCgkJCQk8Y2JjOk5hbWU+U2VydmljZUluZGljYXRvcjwvY2JjOk5hbWU+DQoJC
QkJPGNiYzpWYWx1ZT50cnVlPC9jYmM6VmFsdWU+DQoJCQk8L2NhYzpBZGRpdGlvbmFsSXRlbVByb3BlcnR5Pg0KCQk8
L2NhYzpJdGVtPg0KCTwvY2FjOkNhdGFsb2d1ZUxpbmU+DQo8L0NhdGFsb2d1ZT4NCg=="/> 
    <input type="submit" value="Return"/> 
</form> 
 


